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ABSTRACT

This study examined the repercussions of cybercrime on the expansion of mobile
money services in Kongwa District, Dodoma Region. The swift proliferation of mobile
money services in the area has drawn the attention of cybercriminals, resulting in
substantial threats to user security and trust. The study centred on two pivotal
variables: users' trust in mobile money services and alterations in usage patterns and
loan repayment behaviours. Employing a descriptive research design and a
qualitative research approach, the study engaged with a sample size of 30 out of a
population of 194. Primary data was gathered and analysed through surveys and
interviews with mobile money users in Kongwa District to assess the extent of
cybercrime's influence on these variables. Furthermore, secondary data sources were
utilised to procure information concerning interventions and strategies employed to
alleviate the impact of cybercrime. The study's findings revealed a significant erosion
of users' trust in mobile money services and notable changes in usage patterns and
loan repayment behaviours due to cybercrime. To mitigate the impact of cybercrime,
the study suggests that mobile money service providers enhance security measures
and regulatory authorities enforce stricter oversight. These findings hold practical
implications for industry stakeholders and contribute to the academic comprehension
of the impact of cybercrime on mobile money services.

KEYWORDS

Cybercrime, Mobile money services, User trust, Usage patterns, Regulatory
oversight.

tohﬁz)- This work is licensed under Creative Commons Attribution 4.0 License.

Copyright © The Author(s). All Rights Reserved © GLOBAL PUBLICATION HOUSE |Int. J. Business Management Page 42 of 63



https://orcid.org/0000-0002-6839-0215
https://orcid.org/0009-0001-2806-0852
http://www.gphjournal.org/index.php/bm/article/view/1125
https://portal.issn.org/resource/ISSN/3027-0537
https://portal.issn.org/resource/ISSN/3027-0375
https://doi.org/10.5281/zenodo.10141512

Adam Aloyce Semlambo et al., (2023) Int. J. Business Management. 06(11), 42-63

1.0 INTRODUCTION

The rapid growth of mobile money services in the Dodoma Region has been a transformative force
for financial inclusion and economic development. However, this remarkable expansion has not
occurred without encountering significant challenges. Particularly, the region has witnessed a surge in
cybercrime incidents, which have posed substantial threats to the expansion and stability of mobile
money services. Cybercrime encompasses various criminal activities conducted through digital
networks and the Internet, including unauthorised access, data breaches, theft, and fraud (UNODC,
2020). These malicious activities have dire consequences for the trust and security of mobile money
systems, which are pivotal in promoting financial inclusion and economic development in the region.

Globally, nations like the United Kingdom, China, and the United States have grappled with
increasing cybercrime incidents targeting mobile money services. These attacks cause financial losses
and erode trust in mobile money systems (Smith et al., 2019). Similarly, African countries like Ghana,
Nigeria, Uganda, and Kenya have confronted cyber threats that hinder the growth and adoption of
mobile money platforms (Odhiambo, 2020).

As a pivotal economic hub in Tanzania, the Dodoma Region has been especially susceptible to
cybercrime due to the rapid expansion of mobile money services. While these services have provided
convenience and financial inclusion to the region's residents, they have also attracted the attention of
cybercriminals keen on exploiting vulnerabilities. To comprehend the challenges mobile money
services face in the Dodoma Region, it is imperative to consider the historical context of cybercrime
in Tanzania and its global and regional repercussions.

This study's primary objective is to delve into the impact of cybercrime on the growth of mobile
money services in the Dodoma Region. Specifically, the study focuses on two pivotal variables: the
usage patterns and repayment behaviours of loans facilitated through mobile money platforms.
Through an analysis of these variables, the study endeavours to establish correlations between
cybercrime incidents and changes in mobile money user behaviour patterns.

Furthermore, the study seeks to explore potential solutions and strategies to mitigate the effects of
cybercrime. By unravelling the concepts and issues surrounding the usage and repayment of loans,
this research contributes to developing effective interventions to bolster the security of mobile money
services in the Dodoma Region.

While the Tanzanian government and pertinent organisations have implemented interventions to
enhance security measures and address the mounting concerns surrounding cybercrime in the mobile
money sector, the issue persists, hindering the growth of mobile money services in the Dodoma
Region (Mwangi et al., 2021). This underscores the importance of investigating and comprehending
the issue at hand.

This research investigates the impact of cybercrime on the growth of mobile money services in the
Dodoma Region. By analysing the historical background, interventions, and empirical evidence, this
study aims to provide valuable insights to policymakers, organisations, and individuals engaged in the
mobile money ecosystem. The findings of this study will contribute to developing effective strategies
and measures to combat cybercrime and ensure the sustainable growth of mobile money services in
the Dodoma Region.
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2.0 OBJECTIVE OF THE STUDY

This study assessed the impact of cybercrime on the growth of mobile money services in the Dodoma
Region.

3.0 LITERATURE REVIEW

This section discusses the literature associated with assessingthe impact of cybercrime on the growth
of mobile money services in the Dodoma Region.

3.1 Theoretical Review

This study employs two fundamental theoretical frameworks to comprehend the intricate dynamics
between cybercrime and the growth of mobile money services in the Kongwa District, Dodoma
Region. Trust theory, as advocated by Lewis and Weigert (1985), offers a valuable foundation for
understanding how cybercrime incidents influence users' trust in mobile money services. Trust is
integral in establishing successful transactional relationships, particularly within financial services
(Corritore et al., 2003). The study takes inspiration from trust theory to delve into the multifaceted
impacts of cybercrime, such as shifts in user trust, subsequent alterations in usage patterns
(Laukkanen & Sinkkonen, 2017), and perturbations in loan repayment behaviours (Saksena et al.,
2019). Trust theory posits that trust is constructed upon perceptions of competence, reliability,
integrity, and benevolence (Mayer et al., 1995). In the context of mobile money services, users must
have faith in the system's secure operation, the service provider's capacity to safeguard their financial
transactions, and the integrity of the broader ecosystem (Liébana-Cabanillas et al., 2016).

Likewise, information system security theory, advocated by Straub et al. (2002), serves as a pertinent
framework for comprehending the repercussions of cybercrime on the growth of mobile money
services. Mobile money platforms heavily rely on information systems to facilitate secure financial
transactions, necessitating a rigorous evaluation of how cybercrime incidents impact the
confidentiality, integrity, and availability of these systems (Siponen & Willison, 2009). This theory
furnishes the means to scrutinise the security dimensions of mobile money services, including system
vulnerabilities, data breaches, and anti-fraud measures (Straub et al., 2002). By adopting information
system security theory, we understand cybercrime incidents' vulnerabilities and security aspects. We
are thus better equipped to develop strategies that reinforce the resilience and security of mobile
money systems(Lubua, Semlambo, & Mkude, 2022).

These theoretical foundations are selected for their pertinence and complementary nature in
comprehending the impact of cybercrime on the growth of mobile money services in the Kongwa
District. Trust theory focuses on the intricate interplay between user trust, behavioural patterns, and
loan repayment in the face of cybercrime incidents, while information system security theory hones in
on the security dimensions of mobile money services, encompassing confidentiality, integrity, and
availability within the information systems. These two theories offer a holistic understanding of the
trust dynamics and security dimensions that influence the growth and adoption of mobile money
services in the context of the Kongwa District.

3.2. Empirical Review

Understanding the specific types of cybercrime that affect mobile money services within the Kongwa
District is paramount for developing effective countermeasures. However, the existing literature
predominantly focuses on generic cybercrime typologies and their global impact on digital finance
systems (Kagal, 2019; Kooi et al., 2019; Mushi &Mtengwa, 2017). While these studies provide
valuable insights into cyber threats and their repercussions, a conspicuous research gap exists in
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examining cybercrime typologies unique to the Kongwa District. Given the region's distinct
socioeconomic and technological landscape, there is a need for empirical studies that identify the
specific cybercrime risks faced by mobile money users in this area. Investigating these local
cybercrime typologies and their impacts will enable the development of tailored countermeasures,
thus bolstering the security of mobile money services and enhancing user trust.

The empirical evidence reviewed sheds light on the financial consequences of cybercrime on mobile
money services. However, most of these studies are conducted in the broader Tanzanian context or
other countries (Kagal, 2019; Kooi et al., 2019; Mushi &Mtengwa, 2017). As such, there is a notable
research gap in examining the financial impact of cybercrime, specifically within the Kongwa
District. Given the region's unique socioeconomic characteristics, conducting local studies to assess
the direct financial losses incurred by mobile money users and service providers is crucial.
Furthermore, examining the indirect financial repercussions, such as the costs of security measures
and their potential influence on service affordability and accessibility, will provide insights tailored to
the local context. Bridging this research gap is essential for comprehensively understanding the
financial impact of cybercrime on mobile money services in the Kongwa District.

The effectiveness of existing countermeasures against cybercrimes is essential for safeguarding
mobile money services. While the literature review has provided insights into several effective
countermeasures, such as two-factor authentication, enhanced transaction monitoring, encryption, and
security awareness programs (Kagal, 2019; Kooi et al., 2019; Mushi &Mtengwa, 2017), there is a
research gap in assessing the local applicability and effectiveness of these countermeasures within the
Kongwa District. The district's unique sociodemographic and technological characteristics may
require tailored security solutions. As such, empirical studies focusing on the Kongwa District will be
instrumental in evaluating the practicality and efficiency of these countermeasures within the local
context. Investigating the effectiveness of these countermeasures will aid in formulating strategies that
enhance the security and trustworthiness of mobile money services within the district.

In addressing the call for a more robust exploration of the local context, it is imperative to delve
deeper into the specific cybercrime risks faced within the Kongwa District. Socio-demographic
factors, technological infrastructure, and economic conditions unique to Kongwa District must be
meticulously examined to understand this locale's cyber threat landscape comprehensively. For
instance, a focused analysis of how the district's distinct characteristics shape the nature and intensity
of cybercrimes would significantly contribute to bridging the existing research gap. Currently, there
are not enough studies about cyber security issues on mobile money services in the Kongongwa
district.

A localised study becomes imperative to fill the identified research void regarding the financial
impact of cybercrime within the Kongwa District. This study should meticulously investigate the
direct financial losses incurred by mobile money users and service providers within the district.
Additionally, exploring the indirect financial repercussions, such as the costs of security measures and
their potential influence on service affordability and accessibility within Kongwa, will provide
insights tailored to the specific local context.In assessing the effectiveness of existing
countermeasures against cybercrimes, evaluating their practicality and efficiency within the unique
sociodemographic and technological characteristics of Kongwa District is crucial. Empirical studies
focusing specifically on Kongwa District will play a pivotal role in determining the applicability and
success of countermeasures such as two-factor authentication, enhanced transaction monitoring, and
security awareness programs within the local context.
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The existing literature predominantly comprises studies conducted in broader Tanzanian or global
contexts, overlooking the specific dynamics of cybercrime, financial impact, and countermeasures
within the Kongwa District. A noticeable research gap exists in empirical investigations that account
for the region's distinct characteristics, including its sociodemographic profile, technological
infrastructure, and economic conditions. Therefore, there is a pressing need for localised research that
provides tailored insights into the types of cybercrime, their financial ramifications, and the
effectiveness of countermeasures unique to the Kongwa District. Thus, the findings from this study
will not only enhance understanding of the cyber threats faced by mobile money users in the district
but also facilitate the development of targeted solutions that can fortify the security and sustainability
of mobile money services.

4.0 METHODOLOGY

This section elucidates the research methodology employed in this study, encompassing key facets of
the research design and approach, population, sample size and sampling techniques, data collection
and analysis methods, validity, reliability, and ethical considerations.

4.1 Research Area

The study is focused on the Kongwa District in Dodoma Region, Tanzania. Kongwa District was
chosen due to its significance in adopting mobile money services, technological advancements, and
the prevalence of cybercrime incidents in the region (URT, 2012; TCRA, 2016).

4.2 Research Design and Approach

A descriptive research design was employed to provide a detailed account of the situation without
influencing variables, aligning with the real-world impact of cybercrime on mobile money services
(Babbie, 2010). This study utilises a mixed-methods approach, combining both qualitative and
quantitative methods for a comprehensive analysis of the impacts of cybercrime (Creswell, 2013;
Tashakkori& Teddlie, 2010).

4.3 Population, Sample Size, and Sampling Techniques

The population of interest includes all individuals, organisations, and institutions involved with
mobile financial services in the Kongwa District. The study's target population specifically focuses on
the 194 mobile financial services operating in Kongwa District, where a sample size of 70 participants
was obtained. The qualitative sample size comprises 30 participants, selected through purposive and
random sampling techniques, ensuring a well-rounded understanding of the subject matter (Guest,
Bunce, & Johnson, 2006; Fusch & Ness, 2015). Thus, the total sample size for the study was 100
participants.

4.4 Data Collection and Analysis Methods

Qualitative data collection involves structured interviews and content analysis of documents and
records related to cybercrime incidents and mobile financial services. Quantitative data collection
employs structured surveys, while data analysis combines thematic analysis for qualitative data and
statistical analysis for quantitative data (Braun & Clarke, 2006).

4.5 Validity, Reliability, and Ethical Considerations

Validity is ensured through content alignment with research objectives, triangulation with existing
literature, and member checking. Reliability is maintained through pilot testing, standardised
interview questions, and meticulous transcription and coding (Creswell & Miller, 2000). Ethical
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considerations include informed consent, confidentiality, anonymity, securing sensitive data, and
ensuring participants' dignity, rights, and well-being (Denzin & Lincoln, 2005; Israel & Hay, 2006).

5.0 RESULTSAND DISCUSSIONS
5.1 Victims' Technological Literacy Challenges

Relevance to the Study: This section examines the challenges associated with technological literacy to
the victims of cybercrime in Kongwa District, which directly impacts mobile money services.
Understanding these challenges is crucial as they contribute to the broader issue of cybercrime in
mobile money services and its implications for users and service providers.

Table 1: Victims Technological Literacy

Percentage of respondents (% )
Statement

SA A DA SD U
Challenges associated with technological literacy to the | 22 42 12 14 10
victims.
Challenges of getting user information from users of | 33 47 10 6 4
mobile money services
Services in mobile money matters are conducted per | 31 44 9 9 7
procedures, Regulations, and Laws guiding the sector.
Enough experts in conducting money mobile services in | 39 44 10 4 3
Tanzania.
Mobile money services users’ act as advised with the | 31 41 12 6 10
authorities guiding the Financial Sectors.

SA-Strongly Agree, A-Agree, DA-Disagree, SD- Strongly Disagree, U- Uncertain.

Source: Field Data, 2023

The findings are summarised in Table 1, which presents the respondents' perceptions regarding
challenges associated with technological literacy to the victims of cybercrime in mobile money
services. The table displays the percentage of respondents falling into different categories: Strongly
Agree (SA), Agree (A), Disagree (DA), Strongly Disagree (SD), and Uncertain (U).The findings
highlight that a significant percentage of respondents (64%) either strongly agreed or agreed that
challenges associated with technological literacy to the victims contribute to the issues of cybercrime
in mobile money services in the Kongwa District. This suggests that a substantial portion of the
participants recognise the role of technological literacy in exacerbating cybercrime incidents.On the
other hand, the results also reveal some uncertainty and disagreement among respondents. In
particular, 24% of the participants disagreed (12%) or strongly disagreed (12%) that technological
literacy challenges are a significant factor contributing to cybercrime.Additionally, 10% were
uncertain about this aspect.

In addition to the quantitative findings, qualitative insights gathered from interviews with the victims
of cybercrime in the Kongwa District shed further light on the challenges associated with
technological literacy. Participants expressed their struggles with understanding the intricacies of
mobile money services, which often involved navigating complex digital platforms and
comprehending security protocols. One victim stated, "I didn't even know how to set up a secure PIN

©2023 Published by GLOBAL PUBLICATION HOUSE | International Journal of Business Management 47



The Impacts of Cybercrime on the Growth of Mobile Money Services in Tanzania; A Case of Kongwa District

for my mobile money account. | followed what the system asked me to do but didn't fully grasp its
importance.” This perspective highlights the gaps in users' understanding of security measures,
potentially leaving them vulnerable to cybercrime. Another interviewee emphasised the need for user-
friendly interfaces, noting, "Mobile money platforms should be simpler to use, especially for people
like me who are not very tech-savvy." These qualitative findings reinforce the significance of
addressing technological literacy challenges among users, as they impact individuals' abilities to
protect themselves and underline the importance of user-friendly design and clear guidance within
mobile money services to enhance security awareness and reduce susceptibility to cyber threats.

The findings align with existing literature that emphasises the role of technological literacy in the
perpetration and prevention of cybercrimes (Blythe et al., 2018; Umar, 2016). Technological literacy,
or the lack thereof, can impact users' abilities to identify and protect themselves from cyber threats.
Users with lower technological literacy might be more vulnerable to cybercrime incidents, such as
phishing attacks and scams (Dinev & Hart, 2006).

The findings underscore the importance of addressing technological literacy challenges among mobile
money service users in the Kongwa District. Educational programs and awareness campaigns
focusing on safe online practices should be implemented to mitigate cybercrime risks. Moreover,
service providers should design user-friendly interfaces and provide clear guidelines to enhance users'
technological literacy and reduce their susceptibility to cyber threats.

5.2 Obtaining User's Information through Users of Mobile Money Services Challenge

This sub-section investigates the challenges related to obtaining user information from users of mobile
money services in the Kongwa District, which is directly related to cybercrime in mobile money
services. Understanding these challenges is crucial, as they may contribute to vulnerabilities that
cybercriminals exploit.

Table 2: Obtaining User's Information through Users of Mobile Money Services Challenge

SA A DA sD U
Statement (96) (%) (%) (%) (%)
Challenges associated with technological literacy to the 22 42 12 14 10
victims
Challenges of getting user information from users of 33 47 10 5] 4
mabile money services
Services in mobile meney matters are conducted as per 3 44 9 9 T
procedures, Regulations and Laws guided the sector
Enough experts in conducting meney mobile services in 39 44 10 4 3
Tanzania
Mobile money services users act as advised with the 3 H 12 6 10

authorities guided the Financial Sectors

Source: Field Data, 2023

The findings regarding the challenges of obtaining user information from users of mobile money
services are presented in Table 2. The table shows the respondents' perceptions concerning this
challenge, categorised into Strongly Agree (SA), Agree (A), Disagree (DA), Strongly Disagree (SD),
and Uncertain (U).The findings reveal that a considerable proportion of the respondents (80%) either
strongly agreed (47%) or agreed (33%) that challenges related to obtaining user information from
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users of mobile money services are a significant contributing factor to cybercrime in mobile money
services in Kongwa District. This indicates that most participants acknowledge the challenges in
obtaining user information, which can exacerbate cybercrime in mobile money services.Conversely,
16% of the participants disagreed (10%) or strongly disagreed (6%). Only 4% were uncertain whether
these challenges contributed to cybercrime in mobile money services.

Qualitative insights gathered through interviews with users of mobile money services in the Kongwa
District provided a more nuanced perspective on the challenges associated with obtaining user
information. Participants shared their experiences of being approached by individuals posing as
service providers who requested their details. One user recounted, "I received a call from someone
claiming to be from my mobile money provider, asking for my PIN. | almost gave it to them, but
something didn't feel right, so | hung up." This example highlights the social engineering tactics
cybercriminals use to obtain sensitive user information. Another participant stressed the importance of
vigilance: "We need to be cautious and verify the identity of anyone requesting our information, even
if they sound convincing." These qualitative findings underscore the need for enhanced user education
to recognise and respond to potential threats. They also emphasise the importance of robust
authentication processes and user verification mechanisms to prevent unauthorised access to user
information. Combining these qualitative insights with the quantitative findings reinforces the
significance of addressing user information security challenges to combat cybercrime effectively in
mobile money services.

The findings are consistent with the existing literature, which emphasises the importance of user
information security in combating cybercrime (Raza, 2016; Alabed et al., 2020). Cybercriminals often
exploit vulnerabilities in obtaining user information to commit fraudulent activities, such as identity
theft and phishing attacks.The results underscore the need for improved measures to protect user
information in the mobile money sector. This could include implementing stronger data protection
policies and user awareness campaigns to promote the safe sharing of personal information.
Enhancing user information security can mitigate the risks associated with cybercrime in mobile
money services.

5.3 Alignment with Procedures, Regulations, and Laws in the Mobile Money Sector

This subsection investigates how services in mobile money matters are conducted in compliance with
the established procedures, regulations, and laws governing the sector. Compliance with these legal
frameworks is essential for minimising cybercrime risks in mobile money services.

Table 3: Alignment with Procedures, Regulations, and Laws in the Mobile Money Sector

SA A DA sD u
Statement (%) 96) (%) (%6) (%)
Challenges associated with technological literacy to the 22 42 12 14 10
victims
Challenges of getting user information from users of 33 a7 10 5] 4
mobile money services
Services in mobile money matters are conducted as per 31 44 9 9 i
procedures, Regulations and Laws guided the sector
Enough experts in conducting money mobile services in 39 44 10 4 3
Tanzania
Mobile money services users act as advised with the 31 A 12 5] 10

authorities guided the Financial Sectors
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Source: Field Data, 2023

The findings regarding the alignment with procedures, regulations, and laws in the mobile money
sector are presented in Table 3. The table shows the respondents' perceptions concerning this aspect,
categorised into Strongly Agree (SA), Agree (A), Disagree (DA), Strongly Disagree (SD), and
Uncertain (U).The findings indicate that a substantial proportion of the respondents (75%) either
strongly agreed (44%) or agreed (31%) that services in mobile money matters are conducted by the
procedures, regulations, and laws that govern the sector in the Kongwa District. This suggests that
most participants believe there is alignment with established legal frameworks.Conversely, 27% of
the participants disagreed (9%) or strongly disagreed (18%) with this notion, indicating some
scepticism regarding the extent of alignment with legal guidelines. Only 7% of the respondents were
uncertain about implementing these procedures, regulations, and laws in the mobile money sector.

Qualitative insights from interviews with key stakeholders, including government officers and service
providers, shed light on the challenges and efforts related to compliance with procedures, regulations,
and laws in the mobile money sector. Government officers emphasised the importance of a robust
regulatory framework, with one officer stating, "We need strict regulations to ensure that mobile
money services adhere to legal guidelines and protect users from cyber threats." On the other hand,
service providers highlighted the need for clear and consistent regulatory guidelines, with one
provider remarking, "Sometimes, the regulatory landscape can be ambiguous, making it challenging
to ensure full compliance." These insights emphasise the delicate balance between stringent
regulations for security and the need for clarity in compliance requirements. It is evident from these
qualitative findings that aligning with procedures, regulations, and laws in the mobile money sector is
a complex task that requires ongoing collaboration between regulatory bodies, service providers, and
the government to strike the right balance between security and operational flexibility, thereby
reducing the risks of cybercrime in mobile money services.

These findings align with the literature emphasising the importance of adhering to legal and
regulatory standards to combat cybercrime in the financial sector (Dlamini et al., 2018; Lim et al.,
2020). Non-compliance with regulations can create opportunities for cybercriminals to exploit
vulnerabilities. The results highlight the need for ongoing efforts to ensure mobile money services in
the Kongwa District adhere to established procedures, regulations, and laws. Regulatory bodies and
mobile money service providers should collaborate to enhance compliance and minimise cybercrime
risks.

5.4. Technical Security Loophole in Mobile Money Services

Relevance to the Study: This section investigates the presence of technical security loopholes in
providing mobile money services and their potential role in facilitating cybercrime in Tanzania.

Table 4: Technical Security Loophole in Mobile Money Services

Statement SA (%) SD (%) U (26)

o
€
tn

Technical security loopholes in mobile money services TG.T

Source: Field Data, 2023
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The findings regarding technical security loopholes in mobile money services are presented in Table
4. The table categorises respondents' perceptions into Strongly Agree (SA), Strongly Disagree (SD),
and Uncertain (U).The data reveals that a significant majority of respondents (76.7%) strongly agreed
that there are technical security loopholes in providing mobile money services, which could
potentially enable cybercrime in mobile money services in Tanzania. This suggests a consensus
among participants regarding the presence of these security vulnerabilities.In contrast, 16.3% of
respondents strongly disagreed with the notion that cybercrime in mobile money services is linked to
technical security loopholes in service provision. Additionally, 5% of the respondents were uncertain
about this relationship, believing other factors may contribute to cybercrime.

Qualitative insights from interviews with industry experts and cybersecurity professionals shed light
on the technical security vulnerabilities in mobile money services. Experts emphasised that the rapidly
evolving nature of technology poses significant challenges in maintaining robust security. One expert
noted, "As technology advances, new vulnerabilities emerge, and cybercriminals quickly exploit
them. Continuous monitoring and adaptation of security measures are essential." Cybersecurity
professionals also stressed the importance of regular security audits and penetration testing to identify
and rectify technical security weaknesses. They highlighted that service providers must collaborate
with cybersecurity experts to stay ahead of cyber threats. These qualitative findings underscore the
dynamic nature of technical security in mobile money services and the need for proactive measures to
address vulnerabilities and reduce the risk of cybercrime. Industry stakeholders should prioritise
ongoing security assessments and updates to stay ahead of potential threats.

The findings align with existing literature,highlighting the critical role of addressing technical security
vulnerabilities to combat cybercrime in mobile money services (Awad& Khowaja, 2020; Liao et al.,
2019). Identifying and addressing these vulnerabilities is essential to enhancing the security of mobile
money services.The high percentage of respondents acknowledging the presence of technical security
loopholes in mobile money services underscores the need for the industry to prioritise security
measures and take steps to address these vulnerabilities. Developing and implementing robust security
protocols and continuously updating them can help mitigate the risk of cybercrime.

5.5. Technical Security Loopholes Leading to Cybercrime

This subsection investigates the relationship between technical security loopholes in providing mobile
money services and their potential contribution to cybercrime in the Kongwa District.

Table 5: Technical Security Loopholes Leading to Cybercrime

SA sD U
Statement (%) (%) (%)
Technical security loophole in mobile money services leads to T6.T 16.3 T

cybercrime

Source: Field Data, 2023

The findings concerning the connection between technical security loopholes and cybercrime are
presented in Table 5. The table categorises respondents' perceptions into Strongly Agree (SA),
Strongly Disagree (SD), and Uncertain (U).The data shows that a significant majority of respondents
(76.7%) strongly agreed that there is a technical security loophole in providing mobile money services
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in Tanzania, contributing to cybercrime. This indicates a consensus among the participants that
technical vulnerabilities can lead to cybercrime in mobile money services.In contrast, 16.3% of
respondents strongly disagreed that technical security loopholes result in cybercrime, while 7% were
uncertain about this relationship, suggesting that they may consider other factors contributing to
cybercrime.

In qualitative interviews, experts in cybersecurity and mobile money services provided valuable
insights into the relationship between technical security vulnerabilities and cybercrime. They
emphasised that technical security weaknesses, if left unaddressed, can serve as entry points for
cybercriminals looking to exploit vulnerabilities within the system. One expert mentioned,
"Cybercriminals are always looking for weak links, and technical security loopholes are like open
doors for them.” Another expert highlighted the significance of continuous monitoring and patching
of vulnerabilities, saying, "Proactive measures, such as regular security assessments and timely fixes,
are essential to prevent cybercrime.” These qualitative findings reinforce the importance of addressing
technical security vulnerabilities to prevent cybercrime in mobile money services. The experts'
perspectives highlight the need for industry stakeholders to stay vigilant, invest in security measures,
and collaborate with cybersecurity professionals to maintain the integrity of their services and protect
users from cyber threats.

The findings align with existing literature that underscores the importance of addressing technical
security weaknesses to combat cybercrime in mobile money services (Awad& Khowaja, 2020; Liao et
al., 2019). Identifying and mitigating these vulnerabilities is crucial for enhancing security.Given the
high percentage of respondents acknowledging the existence of technical security loopholes that can
lead to cybercrime, the mobile money industry in Tanzania must take proactive measures to
strengthen security protocols. This includes investing in technology, adopting best practices, and
continuous monitoring and updates to reduce the risk of cybercrime.

5.6. Compliance of Mobile Money Services Users with Financial Sector Authorities' Guidance

This subsection examines the relationship between cybercrime in mobile money services and the
extent to which mobile money service users adhere to the guidance provided by the financial sector
authorities. Complying with such guidance is crucial for preventing cybercrime in mobile money
services.

Table 6: Compliance of Mobile Money Services Users with Financial Sector Authorities’ Guidance

SA A DA sD U
Statement (%) (%6) (30) (%) (%6}
Mobile money services users act as advised with the 3 N 12 6 10

authorities guided the Financial Sectors

Source: Field Data, 2023

The findings concerning the compliance of mobile money services users with financial sector
authorities' guidance are presented in Table 6. The table categorises respondents’ perceptions into
Strongly Agree (SA), Agree (A), Disagree (DA), Strongly Disagree (SD), and Uncertain (U).The
findings indicate that 72% of the respondents either strongly agreed (31%) or agreed (41%) that
cybercrime in mobile money services is influenced by the extent to which mobile money services
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users follow the guidance provided by financial sector authorities. This suggests that many
participants believe non-compliance with such guidance may contribute to cybercrime in maobile
money services.Conversely, 18% of the participants disagreed (12%) or strongly disagreed (6%) with
this notion, indicating scepticism regarding the relationship between users' compliance and
cybercrime. Additionally, 10% of the respondents were uncertain about the role of user compliance in
cybercrime, suggesting that they believe there may be other contributing factors.

In qualitative interviews, financial sector authorities and experts in mobile money services shed light
on the relationship between user compliance and cybercrime in the Kongwa District. They
emphasised that when users fail to follow the guidance provided by financial sector authorities, they
may inadvertently expose themselves to cyber threats. One authority figure mentioned, "Our guidance
is designed to protect users and the entire ecosystem. Non-compliance can lead to cybercrime, which
we're actively working to prevent." Experts also stressed the importance of user education and
awareness, with one expert stating, "Educating users on best practices and the consequences of non-
compliance is crucial. Users need to understand the risks associated with not following guidance."
These qualitative insights reinforce the significance of user compliance with the guidance of financial
sector authorities in preventing cybercrime in mobile money services. The authorities and experts
highlight the need for continued educating users and promoting compliance with established
guidelines to enhance security and protect users from cyber threats.

The findings align with the literature emphasising the importance of user compliance with security
practices and financial regulations to mitigate cybercrime risks (Kshetri, 2013; Samtani et al., 2019).
Non-compliance can create vulnerabilities for cybercriminals to exploit.The results underscore the
importance of raising awareness and encouraging mobile money service users to adhere to the
guidance provided by financial sector authorities. This collaboration between users and authorities can
play a vital role in reducing cybercrime risks in mobile money services.

5.7. Technical Security Loopholes Leading to Cybercrime

This subsection investigates the relationship between technical security loopholes in providing mobile
money services and their potential contribution to cybercrime in the Kongwa District.

Table 7: Technical Security Loopholes Leading to Cybercrime

SA sD U
Statement )] (%6) (%6)
Technical security loophole in mobile money services leads to TG.T 16.3 T

cybercrime

Source: Field Data, 2023

The findings concerning the connection between technical security loopholes and cybercrime are
presented in Table 7. The table categorises respondents' perceptions into Strongly Agree (SA),
Strongly Disagree (SD), and Uncertain (U).The data shows that a significant majority of respondents
(76.7%) strongly agreed that there is a technical security loophole in providing mobile money services
in Tanzania, which contributes to cybercrime. This indicates a consensus among the participants that
technical vulnerabilities can lead to cybercrime in mobile money services.In contrast, 16.3% of
respondents strongly disagreed that technical security loopholes result in cybercrime, while 7% were
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uncertain about this relationship, suggesting that they may consider other factors contributing to
cybercrime.

In qualitative interviews, experts in the mobile money industry shared their insights regarding the link
between technical security loopholes and cybercrime in Kongwa District. They emphasised that
technical vulnerabilities and security gaps could indeed lead to cybercrime incidents. One expert
stated, "Technical security is critical to mobile money services. Cybercriminals can exploit any
weaknesses or loopholes. It's a constant challenge to stay ahead of potential threats.” These qualitative
insights validate the quantitative findings, underlining the importance of addressing technical security
vulnerabilities to prevent cybercrime in mobile money services. The experts' comments highlight the
need for continuous monitoring, regular updates, and investment in robust security measures to
safeguard mobile money services from cyber threats.

The findings align with existing literature that underscores the importance of addressing technical
security weaknesses to combat cybercrime in mobile money services (Awad& Khowaja, 2020; Liao et
al., 2019). Identifying and mitigating these vulnerabilities is crucial for enhancing security.Given the
high percentage of respondents acknowledging the existence of technical security loopholes that can
lead to cybercrime, the mobile money industry in Tanzania must take proactive measures to
strengthen security protocols. This includes investing in technology, adopting best practices, and
continuous monitoring and updates to reduce the risk of cybercrime.

5.8. Mobile Money Agents and Cybercrime Occurrence

This subsection investigates the role of mobile money agents in contributing to cybercrime in the
Kongwa District. The findings related to mobile money agents' contribution to cybercrime are
presented in Table 8. Respondents were asked to indicate whether mobile money agents played a role
in cybercrime by selecting Yes, No, or None.

Table 8: Mobile Money Agents and Cybercrime Occurrence

Statement YES (%) NO (%) NONE (%)

Mabile Money Agents and Cybercrime Cccurrence 30.2 26.8 13

Source: Field Data, 2023

The data suggests that most respondents (56.8%) did not consider the lack of trust among mobile
money agents to be a significant challenge for cybercrime in Kongwa District. In contrast, about
30.2% of respondents believed that the lack of trust among mobile money agents contributes to
cybercrime occurrences in the district. Approximately 13% of the respondents remained neutral on this
issue, indicating they did not favour either perspective strongly.

In gualitative interviews, participants shared their perspectives on the role of mobile money agents in
cybercrime. One respondent noted, "I believe mobile money agents must be more vigilant and
trustworthy. Some agents may not follow proper procedures, leading to problems." Another
participant stated, "I've had instances where | didn't feel secure with a mobile money agent. Trust is
essential”. These qualitative insights reinforce the importance of trust and security measures among
mobile money agents, highlighting the need for ongoing efforts to enhance security and trust within
the mobile money industry.
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The findings align with the importance of trust and reliability among mobile money agents in ensuring
the security of mobile money transactions (Tchankam& Teng, 2021). This underscores the
significance of establishing trust and security measures in the mobile money industry.Given the
relatively small percentage of respondents attributing cybercrime to the lack of trust among mobile
money agents, there is still room for enhancing trust and security measures within this sector.
Policymakers and mobile money service providers should focus on building a strong relationship
between agents and users to create a more secure environment for mobile money transactions.

5.9. Countermeasures of Cybercrimes on Mobile Money Services

This sub-section delves into assessing the effectiveness of security measures and protocols
implemented by mobile money service providers in the Kongwa District to mitigate the risks
associated with cybercrime. Furthermore, the study explores the impact of education, regulatory
frameworks, and collaboration with law enforcement in addressing and curbing cybercrime activities.
The insights into the efficacy of countermeasures against cybercrime are outlined in Table 9, where
respondents provided ratings ranging from Strongly Agree (SA) to Strongly Disagree (SD).

Table 9: Countermeasures of Cybercrimes on Mobile Money Services

SA A DA sD U
Statement (%6) (38) (36) (%8) (%)
Providing education to key players 272 38.8 10 14 10
Implement Laws and Regulations of the Financial 320 47 10 2 a4
Sector
Provide information to police officers for tracing 33 3.9 141 14 T
Avoid using passwords for a long time and keep 30 306 124 T 11
software updated
Managing social media settings for security 29 38.3 13 8.5 10.2

pUrposes
Source: Field Data, 2023

Examining countermeasures reveals a spectrum of opinions among respondents, reflecting a nuanced
perspective on their effectiveness. Qualitative interviews offered additional depth, with participants
sharing their viewpoints. One respondent emphasised the pivotal role of education: "Education is key;
we must enlighten both users and service providers about potential risks and best practices." Another
participant underscored the significance of robust regulations: "Enforcing laws and regulations
rigorously is crucial to discourage cybercriminals." These qualitative insights emphasise the necessity
of a comprehensive strategy, incorporating education, regulatory frameworks, and collaboration with
law enforcement, to combat the multifaceted challenges posed by cybercrime.

The nuanced findings align with existing literature emphasising the importance of regulations and
education in mitigating cybercrime risks (Abbas et al., 2021). However, the study acknowledges the
need for a more in-depth and localised assessment of the applicability and effectiveness of these
countermeasures within the Kongwa District, as suggested by the reviewer. This implies that while
general principles may hold, tailoring countermeasures to the unique context of the Kongwa District is
crucial.
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Therefore, the study advocates for a holistic approach to combat cybercrime in the mobile money
sector within the Kongwa District. This involves enhancing education and awareness programs
tailored to the local community, rigorously enforcing existing regulations, and fostering improved
collaboration with law enforcement agencies. By undertaking a more detailed evaluation of the local
landscape, stakeholders can formulate strategies that resonate with the specific challenges faced
within the Kongwa District (Abbas et al., 2021).

5.9.1. Providing Education to the Key Players

The findings on the effectiveness of educating key players in combating cybercrime are detailed in
Table 10. Respondents, including police officers, service providers, and government officers, were
asked to rate the effectiveness of this measure on a scale from Strongly Agree (SA) to Strongly
Disagree (SD).

Table 10: Providing Education to the Key Players

Statement SA (%) A (%0) DA (%) SD (%) U (%)

Providing education to key players 272 38.8 10 14 10

Source: Field Data, 2023

The findings reveal various opinions among the respondents regarding the effectiveness of educating
key players in controlling cybercrime. While a substantial percentage agreed or strongly agreed with
this measure, some respondents held contrasting views.Qualitative interviews provided deeper
insights into this matter. A police officer mentioned, "Education is crucial for law enforcement and
service providers. It helps us stay updated on the latest cyber threats and prevention strategies.” In
contrast, a government officer expressed scepticism, saying, "Education alone might not be sufficient.
We need stronger regulations and better coordination.These qualitative remarks underline the varied
perspectives on the role of education in combating cybercrime, highlighting the need for
comprehensive strategies.

The findings align with the significance of education in enhancing cybersecurity awareness
(Anderson, 2019). This emphasises the importance of equipping key players with the knowledge and
skills to tackle cybercrime.The study suggests that education remains a valuable tool in combating
cybercrime but must be part of a broader strategy that includes robust regulations and coordination
among key players.

5.9.2. Implementing Laws and Regulations of the Financial Sector

The findings related to the effectiveness of implementing Laws and Regulations of the Financial
Sector in mitigating cybercrime are summarised in Table 11. Respondents expressed their opinions on
this measure using a scale ranging from Strongly Agree (SA) to Strongly Disagree (SD).
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Table 11: Implementing Laws and Regulations of the Financial Sector

SA A DA sD )
Statement (96) (96) (96) (26) (%6)
Implementing Laws and Regulations of the Financial 329 47 10 2 &1

Sector

Source: Field Data, 2023

The findings reveal varying perspectives among the respondents concerning the role of implementing
Laws and Regulations of the Financial Sector in combatting cybercrime. While a significant
percentage agreed or strongly agreed with this measure, some respondents held contrasting views. The
guantitative findings indicate a diverse range of opinions among the respondents regarding the impact
of implementing Laws and Regulations in the Financial Sector in controlling cybercrime. The
majority (32.9%) agreed, while a significant percentage (47%) strongly agreed with this measure.
However, 10% disagreed, and 2% strongly disagreed with the effectiveness of this approach, with an
additional 8.1% remaining uncertain..Qualitative interviews further shed light on this issue. A service
provider commented, "Implementing and enforcing strong regulations is vital to curb cybercrime. It
sets clear standards and penalties for wrongdoing." In contrast, a government officer stated, "Laws
and regulations are necessary but insufficient. We need more education and collaboration among
stakeholders."

These qualitative insights underscore the complexity of addressing cybercrime and emphasise the
multifaceted nature of effective strategies.The findings resonate with the importance of a robust legal
framework and regulations in combating cybercrime (Kshetri, 2017). This highlights the need for
comprehensive governance in the financial sector.The study suggests that while implementing Laws
and Regulations in the Financial Sector is crucial, it must be complemented by educational initiatives
and collaboration among stakeholders to form a holistic approach to tackling cybercrime.

5.9.3. Provide Information to Police Officers for Tracing

These findings explored the importance of providing information to police officers for tracing
cybercrime perpetrators and its impact on combating cybercrime in mobile money services.
Respondents expressed their opinions using a scale that ranged from Strongly Agree (SA) to Strongly
Disagree (SD).

Table 12: Provide Information to Police Officers for Tracing

Statement Responses

Providing information to police officers for tracing

SA (Strongly Agree) 33.0%
A (Agree) 51.9%
DA (Disagree) 14.1%
SD (Strongly Disagree) 14.0%
U (Uncertain) T.O%

Source: Field Data, 2023
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As presented in Table 12, the quantitative findings revealed diverse viewpoints among the
respondents. A significant percentage of participants (33%) strongly agreed that a positive
relationship between the police force and other stakeholders within the sector was a vital means of
combating cybercrime in mobile money services in Tanzania. Additionally, 31.9% of respondents
agreed that providing information to police officers for tracing wrongdoers was crucial in Tanzania.
On the contrary, about 14.1% of the total respondents disagreed with the notion. In comparison, 14%
strongly disagreed and attributed the persistence of cybercrime in mobile money services to strained
relationships between police officers and the community. They argued that the ongoing challenges
resulted from unrealistic relationships among police, individuals, and the community. Additionally,
7% of the total respondents remained uncertain about whether a positive relationship between the
police force had any impact on controlling cybercrime in mobile money services.

Qualitative interviews with the participants shed light on their perceptions of the importance of
providing information to police officers for tracing cybercrime perpetrators and the role of the
relationship between the police force and the community. A service provider emphasised the
significance of cooperation, stating, "A strong collaboration between the police and the community
can help trace cybercriminals. People should feel comfortable providing information to the police
without fear of repercussions." Conversely, a government officer highlighted the need for trust,
saying, "Building trust is essential. The police must earn the community's trust so people will come
forward with information. Without trust, it's challenging to combat cybercrime effectively." A police
officer echoed the sentiment, adding, "Our relationship with the community plays a crucial role.
When people trust us and are willing to provide information, it becomes much easier to trace and
apprehend cybercriminals." These qualitative insights underscore the importance of fostering trust and
cooperation between the police force and the community. They emphasise that a positive relationship
is pivotal for obtaining information that can lead to tracing cybercrime perpetrators effectively.

The quantitative and qualitative findings align with the literature emphasising the role of community
engagement and cooperation in combating cybercrime (Kshetri, 2017). They highlight the
significance of trust and a positive relationship between the police and the community in obtaining
information to trace cybercriminals. The study suggests that building trust and fostering a positive
relationship between the police force and the community are essential steps in the fight against
cybercrime. People need to feel comfortable providing information to the police without fear of
repercussions, and this collaboration is pivotal for tracing and apprehending cybercrime perpetrators
effectively.

5.9.4. Implementing Laws and Regulations of the Financial Sector

These findings present the effectiveness of implementing Laws and Regulations of the Financial
Sector in controlling cybercrime in Kongwa District and Tanzania. The respondents' opinions on this
matter are summarised in Table 13.
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Table 13: Implementing Laws and Regulations of the Financial Sector

Statement Responses Percentage

Implementing Laws and Regulations of the Financial Sector

SA (Strongly Agree) 32.0%
A (Agree) 47.0%
DA (Disagree) 10.0%
5D (Strongly Disagree) 2.0%
U (Uncertain) 81%

Source: Field Data, 2023

These gquantitative findings provide an overview of the respondents’ perspectives on the role of
implementing Laws and Regulations of the Financial Sector in combating cybercrime. The majority
of participants either agreed or strongly agreed that this measure is effective in mitigating cybercrime.
However, a smaller percentage expressed disagreement or uncertainty regarding its effectiveness.

The qualitative findings shed light on the nuanced perspectives of the participants regarding the role
of implementing Laws and Regulations of the Financial Sector in addressing cybercrime. These
findings provide deeper insights into their views and highlight the multifaceted nature of the issue.For
example, a service provider emphasised the significance of robust regulations, stating, "Implementing
and enforcing strong regulations is vital to curb cybercrime. It sets clear standards and penalties for
wrongdoing, which can deter potential criminals." This viewpoint underscores the importance of a
comprehensive legal framework in deterring cybercriminals.

Conversely, a government officer shared a more multifaceted perspective: "Laws and regulations are
necessary but insufficient. We need more education and collaboration among stakeholders to combat
cybercrime effectively." This perspective underscores the need for a holistic approach
encompassingregulations, educational initiatives, and collaboration among various stakeholders.A
police officer emphasised the importance of adaptability, noting, "Regulations are a key tool, but they
need to be regularly updated to keep pace with evolving cyber threats." This viewpoint underscores
the dynamic nature of cybercrime and the necessity of continuously evolving regulations to address
emerging threats.These qualitative insights highlight the complexity of addressing cybercrime and
emphasise the multifaceted nature of effective strategies. The participants' comments underscore the
need for a balanced approach combining regulatory measures, educational initiatives, and stakeholder
collaboration. They also stress the importance of keeping regulations current to address evolving
cyber threats.

The quantitative and qualitative findings align with the literature that underscores the significance of a
robust legal framework and regulations in combating cybercrime (Kshetri, 2017). They also
emphasise the need for complementary educational initiatives and stakeholder collaboration to create
a comprehensive strategy for effectively addressing cybercrime.The study suggests that while
implementing Laws and Regulations in the Financial Sector is crucial, it must be complemented by
educational initiatives and collaboration among stakeholders to form a comprehensive strategy for
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addressing cybercrime effectively. This integrated approach aligns with the evolving nature of cyber
threats and the dynamic landscape of cybercrime.

6.0 CONCLUSION AND RECOMMENDATION

In conclusion, this study has unearthed critical insights into the challenges posed by cybercrime in
mobile money services within the unique context of the Kongwa District and Tanzania. The
guantitative findings illuminate diverse perspectives among participants, with a substantial number
recognising the pivotal role of implementing Laws and Regulations of the Financial Sector and other
strategic measures in effectively countering cybercrime. Complementing these quantitative results,
qualitative insights underscore the intricate and multifaceted nature of the issue, emphasising the
imperative for a holistic approach. As revealed by participants, this approach should encompass legal
and regulatory measures, comprehensive educational initiatives, and collaborative efforts among
various stakeholders. The study underscores the dynamic and evolving landscape of cyber threats,
emphasising the continual need to adapt strategies and regulations to address these challenges
effectively.

Drawing from the compelling findings, it is strongly recommended that stakeholders in the mobile
money services sector, both in the Kongwa District and throughout Tanzania, prioritise a multifaceted
and adaptive approach to combatting cybercrime. This approach should prioritise the effective
implementation of Laws and Regulations in the Financial Sector, acting as foundational pillars in the
battle against cyber threats. Concurrently, robust educational initiatives must be pursued to elevate
awareness and enhance cybersecurity knowledge among users and service providers. Additionally,
fostering collaboration among key players, including law enforcement agencies, government
institutions, service providers, and the local community, is deemed indispensable for a united and
coordinated response to the ever-evolving landscape of cyber threats. Furthermore, recognising the
dynamic nature of cybercrime, it is imperative to institute regular updates and adaptations to
regulations, ensuring their relevance and effectiveness in the face of emerging challenges. By
adopting such comprehensive strategies, the mobile money industry can adeptly mitigate cybercrime
risks, creating a safer and more secure environment for users and service providers amid the ever-
evolving technological landscape.
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